DOCID: 4165580

NATIONAL SECURITY AGENCY

CENTRAL SECURITY SERVICE
FORT GEORGE G. MEADE, MARYLAND 20755-6000

18 February 2010

MEMORANDUM FOR THE CHAIRMAN, INTELLIGENCE OVERSIGHT BOARD
THRU: Assistant to the Secretary of Defense (Intelligence Oversight)

SUBJECT: (U/A6H63 Report to the Intelligence Oversight Board on NSA Activities -
INFORMATION MEMORANDUM

(U/AFOTOF Except as previously reported to you or the President, or otherwise stated in
the enclosure, we have no reason to believe that any intelligence activities of the National Security
Agency during the quarter ending 30 June 2009 were unlawful or contrary to Executive Order or
Presidential Directive and thus should have been reported pursuant to Section 1.6(c) of Executive
Order 12333.

(U/LEEOHEO) The Inspector General and the General Counsel continue to exercise oversight
of Agency activities by inspections, surveys, training, review of directives and guidelines, and
advice and counsel. These activities and other data requested by the Board or members of the staff
of the Assistant to the Secretary of Defense (Intelligence Oversight) are described in the enclosure.

/W,

GEOR% ELLARD

Acting General Coun ve]

(UASHO) 1 concur in the report of the Inspector General and the General Counsel and
hereby make it our combined report.

Lieutenant General, U.' S. Army
Director, NSA/Chief, CSS

Encl:
Quarterly Report

This document may be declassified and marked
“UNCLASSIFIED/EoeQffioial-toe-Ondy~

upon removal of enclosure(s)

Epprovedior Release by NSA on 12-19-2014 FOIA Case # 10800 (Ligaton))
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b)(3)-P.L. 86-36
TOPSEC E_)()

1. (U/FFBY6+ Intelligence, counterintelligence, and mtelhgence-related actwntles
that violate law, regulation, or policy substantlated durmg the quarter, as well as
actions taken as a result of the v:o!attons L

(U) Intelligence Activities

This quarter, there werg  nstances in which Hwnals Ime}iwc nce (SIGIN' l) analy sls _‘
inadvertently targeted or collected c_nmmummtmm to. from. or about U.S. persons uh-ziet
pursuing foreign intelligence tasking, All intercepts and reports have been deleted ui de‘ ;
as required by United States SIGINT Dnr.p,[lu (USSID) SPO0O18.

(U) Unauthorized Targetmg,,,//

AA5-A National Suum\ ’\“LHL\ (NSA) analyst discov uecﬂ ; lhm
E kctronu Mail (e-mail) selector remained tasked after an Attorney General authorization’ imd
expired on “The NSA analyst detasked all selectors on| |hdurs.
the authorization expired, but was not J\\dlul |
The unauthorized targeting took place fmm| ‘ l
when Foreign Intelligence Surveillance Act (FISA) Amendments Act (FAA) 705b authorization
was obtained. No collection occurred between A review of

the incident resulted in a change in operating procedures.

S LSHRELFO-HSAH-A software update caused al failure in one
fesulting in collection of between
| The old version of the soltware was 'f‘lmzdad and the
[was rebuilt to correct the problem. The collcnuon was purged from

“,j the NSA database

R N e | |human error caused| B
4N | The mistake was found and mmulu‘ | -
’ NSA/Attorney General-approved minimization pmuduus do not permit NSA to use U.S./
person identifiers as selection terms in repositories of collected communications; It is unknown;/
how much. or even if, unauthorized data was collected:.and it is not possible to sort tlleI:rl"
csuhw from valid foreign intelligence targeting results or purge the data by u.tucnunﬂ the
u.s. pet son selector without further Executive (hdvrtl 0. ) i?ﬂ?m \mlaunm " '

— ‘ c}u,tnu ht,lonunu ln aU.S.
pe] son \\th, rctasl\:,d by mistake.-The tdcphune selectors had been dn_mxkeq
“when NSA analvsts learned of the target's U.S. citizenship, but the detaskirig analyst Tailed'to

’ |( onsequently, the selectors were retasked| |

intercepts were collected. The selectors were detasked and appropriately marked to

(b))
(b)(3)-50 USC 3024(j)
(b)(3)-P.L. 86-36

(b)(1) tved'| y _
(b)(3)-P.L. 86-36 Dated: 20070108
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(b)(3)-50 USC 3024(i)
(b)(3)-18 UscC 798
(b)(3)-P.L. 86-36

(b‘j )PiL 86-36

prevent tasking, and the related collection was purged from the NSA database
“No reports-were if«‘sucd,

Human error resulted in the targeting u[l

B while he
was in the United Stafes betw ceny | The NSA

analyst learned of
y but forgot to
~detask the selector. On]| T tIthL analvst leamed from collateral intelligence that the

target had been in the United States since] . The targeted selector was detasked
on ™ ~ vith no collection noted ci\\'ct‘:.nl |

ST an NSA analyst authorized to conduct Communications Security
(COMSEC) Monitoring operations identified possible criminal activity of child abuse. After the
discovery had been reported. the analyst incorrectly reviewed other collection from the U.S.

person looking for more evidence of child abuse. The analyst was not authorized to search the

"OMSEC data f ~5e untelated io COMSEC L B)(1)
COMSEC data for a purpose unrelated to COMSEC. , (b}{3)-50 USC 3024()

: (b)(3)-P.L. 86-36
SHA-The target of a tasked selector was in U.S. tu‘ll((\ll‘l’ Waers tnr one day before the.
sclulux was removed from tasking.| L o -l

['he two analysts responsible for monitoring- ; |thn target were on leave when

the target entered U.S, territgrial waters o [The selector was removed from

collection on No-collection occurred while the vessel was in U.S. waters. No

reports were issued. Asaresult of this process weakness. additional analysts were added to the
to prevent future oversights. '

- | while reviewing skills learned in a database training class, an NSA
’mal\ st qumt.d the personal e-mail address he shares with his wife. The analyst explained that
he used the familiar e-mail address because a query for target selector data did not produce
ws.uh.s. and he was concerned that he was not formatting the query properly. This violation was
_found by the analyst's auditor] | No collection resulted from the mistake. The
" analyst u\]e\\ed USSID SP0018 and completed additional database training.

—+ b b NSA analyst found that a targeted selector
the United States on] | This was discovered during a Department
ol Justice directed audit of The selector was detasked on
By s No collection or reporting occurred while the target was in the United States.
(b)(3)-P.L. 86-36

selector remained on tasking during a target's visit to the

United States."

)1

(b)(3)-50 USC 3024(j)
. e (b)(3)-18 USC 798
S0P SECR T e o NATOTOTRY (b)(3)-P.L. 86-36
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(b)(1)
(b)(3)-50 USC 3024(i)
(b)(3)-P.L. 86-36

Thq selector was detasked on| [when an NSA analyst found the mistake. No
- ~__queries-were 'made on the selector from and no reports were issued while the
(8)1} T — l.u‘gci was in the United States. "

£¥ During a_selector 'j'c'\-'ie\\l |\ SA analysts found

- I'he selector was detasked| [and]-.._Jrelated mtercepts were purged from
an NSA database the same day. Additionally, NSA analysts found—Jselectors also tasked

_since| |r«:m4mul on tasking after the target entered the United Statesin

[ The selectors were detasked. and]__Jintercepts were purged from an NSA database on
|No reporting resulted from the collection. The risk of recurrence has been

..... reduced through changes in the detasking notification process. No reports were issued on the
(b)(3§ P 86 36 intercepts.

An NSA analyst failed to LhLL!\ a target's [U.S. person status prior to tasking:

\clutlﬂrs were tasked: | The analyst found his
‘ mistake while conducting target rcseax‘ch)’ '}Xl'l| Fcit:\:lm‘s were detasked on
| |and the resulting collection was purged from an NSA database. No reports were

issued on the collection.

(B)(1)..

(b)(3)-50"USC 3024())
(b)(3)-18 USC 798.
(b)(3)-P.L.86-36

FHSHA ”'| NSA analysts found that a valid foreign target's selector was

The selector was -dclasked/,//

| | A database check revealed no collection. and no re porting occt un.d on thc
S U.S. telephone number.
(b)(1)
[ . ) " (b)(3)-50 USC 3024(j)
(L) Database Queries 7 ()E)-P.L 8636

4 (--)'”EI'CC“SiUHS' analysts constructed poor database queries Lhat,,la'irgetcd U.S.
pt'rwns and on_Jof those occasions, the queries returned results from the database. The

returned results from the overly broad or incomplete queries were. dticlcd dnd no reports were
“issued. Prmeduml eITors wnmbul;d mDni t}chanmm

(b)(1) - 5 an NSA analy st auuud what heé buluud to be a foreign

o) @-p.L 836 el reslied n collection op a - ‘Foreign intelligence
mdicated that e Jlld tht analyst queried the selector without
c(mﬁ‘m'tingl |'Thr. analyst's auditor found the mistake

(b)(1)
(b)(3)-18 USC 798
(b)(3)-P.L. 86-36
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7 1 (b)(3)-50 USC 3024(i)
. ()@)-PL. 8636

2009, and the related collection was purged lmm ihu Y\SA damh(w. [ No

By wpmlmv occurred from the collection.
b)(3) RiL. BE-3G

an \54\ ‘w-nala I)C\Llnpmcm analyst quuud :
1h an effort to Uhldm| : j
_foreign intelligence targets. The violation was found by the analyst's dudlml

| | [hc| |1¢su s obtained were delcted] |aml the analyst was

LUUH“\LlLd on unduthmuu} ‘sc‘d[i.h&‘w No, x»:pnrmu_ occurred from 1hc collection.

R A ‘!H"j ( o - |while pursuing a uug(:l related 1.0 the ‘
“an analyst failed ‘w] |prior 10 conducling a

“ auery | I\)\ as located in the United States. Found by an auditor
the query did not produce results.

- :}n‘: an NSA analyst queried a list of selectors not related to

~his current office’s mission. He had used the list during a previous assignment in another
office of the selectors were found to be ip_the United States. No collection resulted

(b)(1) o from thequery. The selector list was destroyeq
(b)(3)-P L 8636 PR i ’

e o v PELNE MW 151 while pursuing a target related fo dl
an NSA analyst fd]lt.d lnl [prior to conducting a
query. Iwas located n the United States. Found by the analyst's auditor
i Jthe query and-results were deleted from the NSA database

[No lr.pom were issued on the query results, and the analyst was counseled on due
hlwu nee.

e |a,n NSA analyst used the |
'(‘5)'(1) | _ with no other,
(b)(3)-50 USC 3024(i) qualifiers] [the analyst realized her mistake when the query returned
(b)(3)-P.L. 86-36 approximately| Fesults. The results were deleted \\nhnm review[ |

. < an NSA analyst quumi a target selector dilm it had bu.n
" _detasked. -Unknown to the analyst, the target selector had been detasked when it was /
’3:»| |the nited States. When the analyst learned of the incident. he
‘deleted the resulting collection| | No reports were issued on the '
--eollection. ' ‘
byay B 2= Thuman error resulted-in the targeting UiDl S, ltltph(l!]t
(b)(3)-P.L..86- 36 , 7 numbers related to a forcign| | The NSA analyst forgot that the database
he queried contained unminimized and unevaluated SIGINT data. No w[h;uon resulted
~from theI:lqucrius_ which were déleted| | -
" __(ISuSHaey |an NSA analyst performed a database query on a'U.S. e-
mail address while researching a valid foreign target. | ]

s auditor on

The mistake was found by the analyst’

o)1)

(b)(3)-50 USC 3024(i)
e et e T et e b)(3)-18 USC 798
LOP SECRE T HCOM R IO Eb;g?:g-P.L. 86-36
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LI
(b)(3)-P.L. 86-36

and the query results were deleted The auditor provided
additional query 11‘:1iniuu to the anatyst. No reports were issued. " ‘

A Unmtentvonal dassemmatlon of U.S. identities th \‘3 A Enterprise mnu.i
:r\!(d\ I product reports during this quarter. In thcxcrﬁiuu\ SIGINT analysts ‘

improperly disseminated communications to, from. or about| [U0.S. persons or entities while;
pursuing foreign intelligence. All data have been deleted or destroved as required. A total o
SIGINT products were cancelled as NSA| Janalysts learned of the U.S.
persons, organizations, or entities. The reports were either not reissued or were reissued with
proper minimization.

{U) The Foreign Intelligence Surveillance Act (FISA) O)GLPL 8636
(U) Unintentional Access

SASHALS On 1 June 2009, Dol notitied the FISA Court (FISCY of a possible compliance
mudcm undu thu

(b)(1)

(b)(3)-50 USC 3024(i)
(b)(3)-18 USC 798
(b)(3)-P.L. 86-36
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(5)(3)-50 USC 3024(i)

(U) Unauthorized Targeting

AT Targeting continued on a FISC aulhuumd target’s e-mail wiu,tm atur

I_ | An NSA analyst noticed the lack of collection.
on Research revealed the target|
The selector was removed from milcumn on) No collection or reporting
~occurred. ‘

AnNSA dlht]\ st misinterpreted the provisions of a FISC ()tdu nd initiated
mu_-..tmu of cellular telephone numbers that were not specified on the Order.

ey Seleclors WeleOrls :;kcdi ias the misiakes were identified.
(b)(3)-P.L.8636... NSApurged intercepts from the NSA database.

NSA learned that a FISC-approved selector had not been removed
’rmm collcdmn when the targey| |
| - | The
selector was dr:tu.chd| [and all related collection was purged from NSA databases
the same day. No reporting resulted from the unauthorized collection. b))
(b)(3)-50 USC 3024(i)
(U) Database Queries EE?S?ILE_‘L_UBS&E%

A an NSA analyst queried non-FISA datal

| [ The mistake was found by the analyst's auditor [1he
unauthorized collection was not revicwed and deleted from lhu, query results
\n reporting occurred on the non-FISA data. ' '

(0)(3)-P.L. 86-36

NSA analysts queéried non-F i‘\ \ LLHEET

B [ The analysts copied the wrong e-mail selector into their qnu\
ety S8 lerror was found the same day by the analyst's auditor; and ,

e - mistake was discovered by the analy sil | All associated results were delete.’d on
(0)3)-P.L. 86'35---| |when the mistakes were ld‘.l]llh-.d No reports were issued on the nsm H\A

data. ' ’

S L an NSA analyst queried non-I'ISA data

| [ The analyst did not| When crafting

the query. The query results were delclc‘d.l [when the errors were

identified. No reports were issued on the non-FISA data.

Human error resulted in the t;m'geting,ofl L’:clccmrs'

Jan- NSA analyst mistakenly selected an option|
|IhL mistake wasnoticed by the analyst-and corrected| |I he results
associated with the un withorized ualluimn were deleted and no reports were

lxsu\.d on lhdi d ata.

o)1)
(0)(3)-P.L. 86-36
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[ 1n all instances. the calls were deleted immediately upon
recognition, in accordance with USSID SP0O018 guidelines, and no reports were issued. /7

usiness Records Order

o e

(U) Nothing to report. . 7 (B)(3)-50 USC 3024(j)
(b)(3)-P.L. 86-36 7 (b)(3)-18 USC 798

o (b)(3)-P.L. 86-36

< Pen Register/Trap and Trace Order
(1) Nothing to report,

(U) The Protect America Act (PAA)

SHSHARE S =2 During a tasking record review | I NSA
analysts found that an incorrect| han‘get SCIt‘CIUI’.l
| | The incorrect selector was detasked TNSA

analysis do nol know 1I 1he incorrect selector is a valid e-mail address. No collection lusu}tul
trom the typing error. No reports were issued.

(U) The FISA Amendments Act (FAA)

o
(U) Section 702 i (0)(3)-P L. 86-36

(L) Tasked under an incorrect FAA Certification

54 4 = ~Jan T\S A analyst discovered lhaﬂ selectors
associated with a valid foreign target had bLLH incorrectly tasked under ﬂkl
Certification Because there was insufficient information to Tink the tarr'cﬁ to

| the selectors were removed from tasking aml
the associated collection was purged from the NSA- da‘mban .

ASUSHREL HO-HSAHS an NS‘;—*\\ analyst discovered that a selector had
been tasked under two muhori ies. The target sclector was-incorrectly tasked under the

- ertification Instead of replacing the|
Certification wifhihe mrtu,luj o |(‘e rtification, the]_Lertification
was added. The¢~ [|Certification was removed from the fasking information
and wlkuxun undcx lhul Eertification was pmmi from NSA Li’uai ases

o)) o
(0)(3)-P.L. 86-36 (0)(3)-50 USC 3024())
(0)(3)-P.L. 86-36
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~B)(1) _
(b)(3)-50 USC 3024())
(b)(3)-P.L. 86-36

(U) Detasking Delay

- : id not detagk 4 target selector when the
target cmuud ihs. l 'ml-.d ‘%mtm or Over intercepts were purged from the
NSA database without review vhen the mistake was identified. The analyst was
counseled on detasking procedures. — e

(U) Section 704

{b)(1)
(b)(3)-P.L. 86-36

(U)U.S. Person Status

MFy On two occasions. not all selectors were detasked when ’\' A .mdl:,alwlt,arnedﬂ
thal ani AA Section 704 target was in the United States. In the hrsl instance/when an
inexperienced NSA analyst learned on| Ihat a target was in the U nited ‘sldtL s,

the analyst mistakenly removed '-Iimm tasking the same day. No FAA-
related collection occurred between| m W hen the target was in the
United States. Collection| e |\\ as purud tmnElh SA
databaseq [ \s aumlt ol this violation, thé mission area E
amended analytic training to mnfmu taskmg and detasking procedures.” The branch also
implemented] - | lhc second instance
owutmdl 'w hen ;umthcr analyst detasked selectors]| .

| vas discovered and
terminated| i1 3d the resulting collection was purged from the NSA database the

same day. No reporting resulted from either violation.
(U) Section 705b

(U) Unauthorized targeting

FS5HASHAS an NSA analyst mistakenly queried a selector while the target
was 1n the United States._The target. authorized for overseas collection under FAA section 705b.
was in the United States No collection or reporting resulted from the
unauthorized lurgeling’.’/

() D’é‘cabase Q,;,xéﬁes

A an NSA analyst constructed a poor database query. which
—————  The analyst had
‘been usitig unfamiliar analvsis tools as she was pursuing a FAA 705b-authorized target. The
/ query and the query results were delcted
by the analysts auditoy [

D SAENES an NSA analyst mistakenly queried PAA data whilg pursuing a
FAA 705b-authorized target. Her mistake was compounded when she searched umthamcs
preceding the authorization, T he guery]| |
intercepts \{crc destroyved

. - o)1) .
(O (b)(3)-50 USC 3024(i)

i ' (b)(3)-18 USC 798
(b)(3)-P.L. 86-36 (b)(3)-P.L. 86-36
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| |wheti the violation was identified by thé analyst's auditor, No reports were

1ssued.

F5ASHA fan NSA analyst mistakenly queried a
the authorizgtion date, The 705b authorization was granted uiﬂ
dates before were not authorized. Queries on
conducted to obtain target data between
obtained from the query.

dduhmc for data outside

i Data queries for
argeted bLl clors were

| No data was

(U) Unauthorized Targeting

§

SASHAHS NSA analysts left a target's ielephonie selectors on collection while
. NSA analvsts were potified by the
BI U.S. person in

NSA analysts should have

| |No-collection occurred between[ o
(b)(1)

- . b)(3)-50 USC 3024(i
(U) Detasking Delays §b§§3§-p.L. 86-36 v

= AM-Human error caused ¢ detasking delay, which resulted in collection while
the Iawd was in the U mkd \ldlu The NS \ mal\ st fearned GHI hmt the target

‘ s g . 1he analvst detasked the f{grget's telephone
This oversight

setectors on]

s Aas found-on [The resulting collection was purged from NSA databases on
I No reports were issued from that collection.
(b)(3)-P L. 86-36
—SASHAES-A target selector remained on collection after an NSA analyst learned

that the selector was not associated with the intended farger] |the request to
detask the target selector was overlooked by the anabyst [Lspmmhk or the detasking. This error
was brought to light |\\th the e-mail selector, tasked under the FAA
('_'eriiﬁcatim.l . |thc United Stateq | The selector was
detasked or |and the data was purged from NSA databascs on| |

2009. The delay between recognition of the violation and detasking and purging action ouuncd
, hwamL 1hc aml\ stre H[)Ul]‘\lblt. m; the action'was on leave.

U «(')fl |an NSA analvst learned that a targeted selector remained tasked
after the selector The analyst
:sponsible for detasking was on leave when the initial detasking notification was submitted on
[The analyst was notified againy when the selector was again
o | The selector was dctmhcdl |th data
. was purged from-NSA databases No reports were
issued from the collection: -

(J
0

(b)(3)-P L 8536 j

—ESHSHANETNot all the selectors were detasked| the
United States or telephone numbers associated with The
(b)(1)
I , (b)(3)-50 USC 3024(i)
FOP-SECRIA O A ANOEORN (b)(3)-18 USC 798

0 (b)(3)-P.L. 86-36



DOCID: 4165580

o)1)
(:b)‘§3)-P.L. 86-36

target were detasked because of an-analyst's oversight. Thd"' et |§clcctm‘r~ were
detasked or] i Jand resulting collection was purgéd from NSA duluh:ises
No reporting occurred from the u.nin,tcminnal Cﬂﬂ,ccﬁun. ]

S |\SA anah Sts iwmcd that a target selector |
the United States on| lbut the selector was not detasked ulmll

_|The[  |intercepts were purged from NSA databases on

“ib)(1)
;(b)(;”) P.L. 86-36

(U) Destruction Delay

.S, person data was not purged lmmI:I\% A tldtdhd‘ﬂ_\ in a timely manm:r

8 Q“LL[]UH Ulmnned while-an FAA target was in the United States was purged] P |
after NSA analysts learned that the e-mail selectoq] [The

data was purgcdr he

U.S. location. I_ land because ot staffine shorttalls. a backloe tor

purging occurred.
No reports were issued.

(b)(1) e LISTSTHRHA target tasked under FAA [ Certificatior the United States for
(b){3)-50 USC 3024()T—
o P : 8636 /II:N“”“ a request to purge NSA databases of collection was obtained:
o the target's e-mail selector] | The requestto purge the data was
‘Sufimi‘ttccﬂ Purging mmmunud immediately and was completed
e and because-of staffing shortfalls. a backlog for
PUrging occurTed] — |

[NO teports-were Tssued.

: $5-A targeted selector remained on tasking hiter NSA

andh sts lLd[ﬂLd that 1hc:' aruu was a 1S Green Card holder: | |v\’hcn an
NSA analyst learned of the U puwn status. he submitted a detasking request on the selector.
Action was not-taken on the -dqukmg request. This mistake was compounded by delays in

o)1)
(0)(3)-P.L. 86-36

purging the data from NSA databases. Data was not purged from |
o after NSA analysts Tearned of the targets U-S.
'(""5(1) ............. pﬂmn b[dt[lb
(b)(3)-P L 86:36 . _
delay iii purging data from a NSA database occurred after an NSA
anah st lmuwd I . hat a targeted e-mail seléctor the United States.
Atfter the selector was dcm@kcd, |action to complete purging of the data from the
NSA database was not completed until| | land
because of staffing shortfalls, a backlog for purging occurred. |
| | No reports were issued. : "

A foreign target's selector was not Cln.ldnkt.d unl L?\-‘hen the

authorization expired. The selec orf |the United States on| | The

analys{ on the ‘\L1L‘Ct“1 hut failed to-detask-it. Consequently, the
sele lurl L e e fwhen F AA Imnm“ was. enacted. Thu '
l LtUi was dumal\cd L o : -

”"(b)m)

""""" o ; b)(3)-50 USC 3024(i
(b)(1) SIFEVLNISE SVAl A S A MIVATat Y. 15. G \tr \Ll\i)\' (o) )_ _ ®
(b)(3)-P.L. 86-36 PO ORI ooy (b)(3)-P.L. 86-36

B 10
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(b)(3)-P.L. 86-36

(L) Dissemination

On 24 June 2009, during the end-to-end review of the FISA Btmqu Record (BR)
Oxdu lmp}cmgnhumn the review team found that NSA disseminated one SIGINT product report

in a manner not authorized by the FISA BR-Court Order. The report, containing 1.S.
telephone numbers, was forwarded tol |
At the xu.]uul of NSA, wrged the data from its
TEPOSTIOTTCS] — T
(U) Other AR
(b)(3)-50 USC 3024())

(U) Unauthorized Access - 'jf"(b)(s)*P L _86'36 (b)3)-P L. 86-36

; |cmdl\ st \mrI\m“ n thc NS ‘&l |
fwas p;rrmtte d access to unmzmmuui SIGINT and U.S. person data for
almost two years with training credentials that had been allowed to lapse by his organization.
The security vielation was compounded when ’\'\ A did not confirm: [hu analyst's training before
allowing him access to unminimized SIGINT. Employees. with access to, uumlmmm,d SIGINT
data are to successtully complete USSID \P()(}IX training bi-annually. The[
USSID SP0018 training was two years out of scope. The dnal.} st's access to UnmIMmIZEd
SIGINT data was terminated| | when the oversisht was identified by an
Staft Officer. The analyst returned to the .\

. INSA technology developers and analvsts working with |
d«,u.w,d as a:-.d metadata database account from fin
violation of NSA/CSS Manual 130-1, NSA/CSS Operational Information Systems Security
Mamml The discovery was made by a ddtahaw manager who questioned the running time of a

_query while monitoring thedata systemi.” The database contained which

* of the users were not authorized to access. Several procedures were not followed pmp;rh
leading to the access of unminimized and le.\dlll’)l >d-data. including FISA data, without
appropriate database access authorizations or database oversight requirements. First, the project

-“activities had not been vetted through the NSA Office of General Counsel. Second. compliance

“advice from NSA SIGINT Directorate's Oversight and Compliance had not been sought. Third,

Sy sone-employees had not completed training necessary for data handling. ‘()ff'thﬂl |

(b)(?’*?j\"' 86-36: employees had not completed training for h&ndhmzl data; -zmq - }i the| |

had not completed training for handlm‘_=| |dala T'he division chief misunderstood that
access to the data was permitted upon suhmnsmn of access regiiests:|

N | metadata were purged from the
SR AT an NSA analyst forwarded a PowerPoint slide
containing unmmnmzcd \l(m\ I'from E.O, 12333 u)llumm w| |
[ [recipients before the slide was reviewed and revised by the
1 |Branch. The PowerPoint slide was part of'an integrated graphics and

multi-media report and did not contain-1L8, person information. When l]lC analyst saw lhdl the

AOTFORN ‘ (b)(3) P.L. 86-36
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(b)(3)-50 USC 3024(j)
(b)(8)-18 USC 798 “i(0)(3)-P.L. 86-36
(b)(3)-P.L. 86-36

By
(b)(a) P.L.86-36

Cotext nl tlu report had been released he assumed that the slide could hs. leumnaluif Aldl
""*-\izu,xpu.nts confirmed deletion of the Pm\uPomt slide. ¥

, L - An NSA mcm'rcdl\ int \J\ .udn,d a
spreadsheet containing FAA dafa to an NSA] who had not been
cleared for the FAA-obtained metadata. The finguist mistakenly believed that thd . had been
cleared an FA: \‘déim |

| . | The access violation was compounded when the|  [did not notice the FAA data
handling caveat and further disseminated the spreadsheet to others within the: SIGINT Production
Chain by e-mail._An_ mmtvst recognized the handling caveat and notified tkvl the improper
disseminations. | ||utpluns not authorized access to FAA data wniumnd

deletion of the e-mail.

TS O LS A _CVENY an NSA cryptanalyst th\i"cd FAA data
to anothcl u\plfmdl\ s ~I'he other cryptanalyst was not cleared
for FAA data. When the cryptanalyst rmlugd that the content was deriv ed hnm FA. X collection,
he removed the data from his computer screen : \

@m
& . b)(3)-50 USC 3024(i

(U) Computer Network Exploitation {(CNE) Ebggg,;_P_L_ 86-36 0

ASASTUREL TO LIS A EAENG
(b)(1)
(b)(3)-50 USC 3024
(b)(3)-18 USC 798
(b)(3)-P.L. 8636

{(U) Dissemination

SRS ALV B

SRS AEY SIGINT intercept

containing U.S. person information was

-While reviewing] [a TS analyst noficed U per%on

informatiory

|'m NSA analyst forwar ulul an e-mail wnhunmv
I \A ciam to n.upn.mw pi whom had not u)mplcmi training ru]lmuf or access to FAA

lnmim&nnn Within one hour of recognizing the ml‘\ldkt the analystsn ul duthurs/id
d\.u.,sh Io [— A A data had deleted the e- mml T . '

. B
Al (b)(3)-50 USC 3024(i)
(b)(1) e - T , (b)(3)-P.L. 86-36

(b)(3)-P.L. 86-36
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(U) Counterintelligence Activities
{U) Nothing to report.

(U) Intelligence-related Activities

- To reduce the risk of unauthorized tdehum co lu.tmn and prevent \lohtiéns. NSA
msntului a process to give analysts greater and ms{cr insight into a target's location

[ In the] [nstances when collection

occurred, it was purged from NSA databases.

IN%A analysts founcl fe-mail selectory] |'|
[Collection occurred 1n -

U“!)l Pl‘thu nstances :md was pu:w_»-cd from NSA databases.

"‘ﬂ’\“f

, '\hhnuu 1 not violations of EA0.12333 and relited dnum €s.
V\A C \\ mpmansldnu» in which database access was not terminated when access

no longer required. Once identified. the accesses were terminated. R
(0)(3)-P.L. 86-36

AR HS AV While developing a brief to present to thc
| o] 1] ]
b [containing datanot releasable to foreign nationals t\OTOR\) Research  ~
* revealed that one of the four graphical user interface _(,v[ ytoolq ¥

| s - [the GUL. This

security matter occurred| I:md was discovered by an auditor
The GUI authenma{mn access was Cort uudl | No-NOFORN data was
retained by lhc analyst. - T i

)

(b)(3)-50 USC 3024(i) P ' "11'("5)(1)
(b)(3)-18 USC 798 (b)(3)-P.L. 86-36 (b)(3)-50 USC 3024(i)
(b)(3)-P.L. 86-36 (b)(3)-P.L. 86-36
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1Ui SEVIN ACATIVITIN TN T OICY

2. (U/FFBU67Y NSA Office of the Inspector General Intelligence Oversight
Inspections, Investigations, and Special Studies

(U/AE6H63 During this quarter, the OIG reviewed various intelligence activities of the
NSA/CSS to determine whether they had been conducted in accordance with statutes. Executive
Orders, Attorney General procedures, and Department of Defense and internal directives. With
few exceptions, the problems uncovered were routine and showed that operating elements
understand the restrictions on NSA/CSS activities.
<)1)
(b)(3)-50 USC 3024(i)

U/ESE0rNSA/CSS Texas (NSAT) (b)(3)-P L. 86-36

(U/HEH6-Joint IG inspectors examined intelligence oversight (1/0) program management, /0
training. I/O knowledge. and application of I/0. Despite fragmented oversight of T/O training,
NSAT operates well in the application of the NSA authorities. The recently appointed /0
Program Manager is well known and has begun to make improvements to the site’s /O
processes. The governing Mission Directive does not encompass responsibilities for the
oversight of reservists working NSAT missions or delineate Service Cryptologic Components’
responsibilities. A highlight of the inspection was the muuuln-.m tracking of sensitive SIGINT
database accesses within several mission product lines. The OIG will track corrective actions.

(U/ASEOs Investigation of Alleged Improprieties at NSA Georgia (NSAG)
(b)(3)-P.L. 86-36
ESARELFO-US ARG [ 14 Ayoust 2009, the NSA OIG completed an investigation into an - ¢
allegation that thg Jorogram at NSAG unlawfullv intercepted and -

processed U.S. person commumtauonﬂ

[Our investigation involved| fnterviews of the complamant, more
than]  jwitness interviewsJ fand the forensic analvsis of almost
records. We found no targeting of US. persons by

(U/ ‘lﬂl—‘-@-)—AddnmmH\ the NSA OIG auh&ldmmlcd an dlk.ualmn that 311‘, SAG .mal\ st, at the
request of thLClI ad queried a SIGINT raw traffic ddldbcm on the selector: ofa person in the
U nmd Sldtcb The person was a relative of a valid foreign m[ulhu,nu target.:: ‘

(b)3)-P L. 8636 o)1)
(b)(3)-P.L. 86-36

SN AN TN T Is Ay
If ‘D &] I P\i;l; TOTYIITY L INAIE VAN Y
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a soldier within a U.S. Army |

bised the USSS to target his wife, also a soldier stationed He

queried an NSA database for her| | Following questions {rom his
auditor, the soldier confessed his actions: Afier investigation by the unit substantiated the
misuse: the soldier received-non-judicial punishment, Through a Uniformed Code of Military

Justice Field Grade Articte 15, the soldier's rank was reduced from Sergeant to Specialist; he was

. -given45-days extra duty and forfeited one half month’s pay for two months (suspended for 180

#5)(3)-P.L. 86-36

' da\s) The unit has revoked the soldier's access to classified information.

#(b)(1)
(b)(3)-50 USC 3024(i)

= .. (U) Congressional, IOB, and DNI Notifications i o (6)(3)-P.L. 86-36

|NSA notified the Congressional (f)vcrsit’vl\t"(.'(mmliltccs of'a data
retention u)mplmnu, problen]| e o |

\q A officials moved

immediately to remedy the error and ttlﬁpl,e»nienteci 10 Lmun, that additional FISA-derived

wouldbe sent only to a repository that has the correct age-off

peuod for FISA data. An update fo explain remedial steps NSA will take to bring
the repositories o compliance was forwarded| | Copies of the notifications are
included as an addendum to this report.

| NSA notified the Congressional Oversight Committees of

jour nalms claims of NSA's irresponsibility in executing its mission pursuant to E.O. 12333 or
FISC Orders. In the letters, NSA provided factual data to refute the claims. The notification is
enclosed. ",

St NSA provided a notification and update on the handling of
BU%II]SbH Records and Pen Register/Trap and Trace data obtained under FISC Orders. Reviews
conducted over the past several months have uncovered inadequate attention to internal systems
and systems architecture that resulted in a failure to fully comply with Court imposed procedures
documented in the FISC Order. The notification describes several compliance matters and
remediation actions that have been disclosed to the Court and Congressional Oversight
Committees. The notification and End-to-End Review of Business Records FISA Report is
enclosed.

3. (U) Substantive Changes to the NSA/CSS Intelligence Oversight Program

(U) Nothing to report.

4. (U) Changes to NSA/CSS published directives or policies concerning
intelligence, counterintelligence, or intelligence-related activities and the reason

for the changes

(U) Nothing to report.

T 1 S 3 vk B 4 LY. i3 IR T ANT By AL
LOP SECRLLH/COMIHETORN

)
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5. (U) Procedures governing the activities of Department of Defense (DoD)
intelligence components that affect U.S. persons {DoD Directive 5240.1-R,
Procedure 15) Inquiries or Matters Related to Intelligence Oversight Programs

(U) Nothing to report.

b 4 e g el Y ) N VTN LE A A
LOP SECRETUCOMBHANOFORN
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NATIONAL SECURITY AGENCY

FORT GEORGE G. MEADE, MARYLAND 20755-6000

06-17-09 PU6:49 OUT

MEMORANDUM FOR STAFF DIRECTOR, SENATE SELECT
COMMITTEE ON INTELLIGENCE

SUBJECT: (U) Congressional Notification - New York Times article “E-Mail
Surveillance Renews Concerns in Congress” — INFORMATION
MEMORANDUM

(U On 17 June 2009 The New York Times published an article by James
Risen and Eric Lichtblau entitled “E-Mail Surveillance Renews Concerns in
Congress.” The article contains many assertions that make it seem as if NSA
is broadly irresponsible in executing its mission pursuant to Executive Order
or Foreign Intelligence Surveillance Court (FISC) Orders. The opposite is
true,

(UARSHEO+ As you know. and we have acknowledged. NSA has recently
identified and reported compliance 1ssues with FISC orders. However, the
article’s assertion that NSA has deliberately and illegally collected domestic
communications of U.S, persons is patently false. The accusations are far
afield of the compliance matters we have experienced which largely relate to
deficiencies in the way NSA systems managed data that was lawfully
collected. Moreover, the tact that the compliance issues have been identified,
reported to the FISC and Congressional overseers, and that steps were taken
to remedy them testiiies to NSA's commitment to oversight.

(U) While it is difficult to know exactly what the article’s anonymous sources
are referring to in regards to each of their claims, given the gross
mischaracterizations of the article it is important to state for the record what
we know to be true.

o —tSASHAFr Early in the article it states that in 2005 a former NSA
analyst was trained on a program in which NSA routinely examined
large volumes of Americans’ email messages without court warrants.
Given the lack of context provided relating to this cleim, it is difficult
to know what is actually alleged to have occurred. However, if this
refers to the previously well documented and publicly aired allegations
of David Faulk, the allegations are false — a conclusion that NSA's IG
will soon report out,

O N P AR Y B . Sha Al SEaW KT T
HaE !‘k..". }.- TPl LlhhlY™
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s

(b)(3)-80USC 3024() ot intonided: |

(b)(3)-18 USC 798 .
(b)(3)-P.L. 86-36 '

(6)(3)-P.L. 8636 -

%0
(b)(3)-50 USC 3024(i)
(b)(3)-P.L. 86-36

(U) The article goes on to suggest that NSA is not up to the challenge
of protecting the privacy rights of U.S. person communications that are
encountered as a result of lawful collection of foreign intelligence. To
the contrary, NSA has robust minimization procedures and
mechanisms in place to limit to the greatest possible extent the impact
on privacy rights. These procedures are subject to either approval of
the Attorney General, in relation to collection pursuant to EO 12333,
or to the FISC, in relation to collection pursuant to FISA,

SLSHAHY Later, the article provides an illustration of a supposed
compliance problem in which NSA’s attempts to target 1,000 emails
result in the collection against those 1,000 plus another 1,000 that are

NSA has.employed significant resources and effort to counter

These mitigation ¢fforts involve continuous process improvements to
prevent and/or r.it-h‘cr:I:':t the earliest possible point and the
application of our targeting and collection minimization procedures,

(U//040+ The article also identifies a 30% threshold for the inclusion
of U.S. person information within NSA databases. There is no truth to
this statement, as the existence of U.S. person information in NSA
databases is limited not by a percentage number but by the NSA's
targeting practices that seek foreign intelligence only.

S The additional allegation that NSA has “...improperly
accessed the personal email of former President Bill Clinton” is an
inaccurate portraval ol an event that dates from 1992, NSA's records
of the event demonstrate NSA's commitment to oversight and
compliance.

o A+ 0On November 3 1992, an analyst wondering how
foreign targets were reacting to Bill Clinton's election typed in =

Query IThe auerv was made against thel

J'I‘hl-r(' were probably very
few emails of any kind in there at that time, and there would not
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about Bill Clinton. Immediately altef the query was eriterea, ™
the co-worker sitting next to the analyst identified that this was
a query on a U.S. person. The analyst immediately realized that
the query was wrong and contrary to authorities. The matter
was quickly reported to NSA leadership and resulted in
notifications outside of NSA pursuant to Executive branch
guidelines. As a result of this incident the analyst’s access was
suspended while the analyst attended mandatory re-training.

(U) Although this activity eccurred 17 years ago, we have used it
in our oversight training, even in the last several years, as an
illustrative example of queries that are inappropriate and must
be reported and investigated. This type of query remains as
inappropriate today as it was then and will not be tolerated
under any circumstances.

(U) NSA remains committed to providing transparency in these matters - a
promise made by the DIRNSA. We would be pleased to meet with the
Committee to address any concerns that may remain.

JONATHAN E. MILLER
Associate Director
Legislative Affairs Office

Copy Furnished:
Minority Staff Director, Senate Select
Committee on Intelligence
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